HNugopmanonHasi naMsATKA 11 HECOBEPLUICHHOICTHHUX I10 BOIIPOCaM
KHOep0e30nacHOCTH

B ceTu «MHTEpHED»

KoMnnIoTepHbI€ BUPYCHI

KomnproTepHBIii BUPYC - 3TO Pa3HOBHAHOCTh KOMIIBIOTEPHBIX IPOTPaAMM,
OTJIMYUTEIBHOU OCOOCHHOCTHIO KOTOPOU SIBJISIETCSI CHOCOOHOCTh K Pa3MHOKEHUIO
(konupoBaHuio). B nomnosiHeHHe K 3TOMYy, BHUPYChl MOTYT MOBPEAUTHh WIU
MIOJTHOCTHIO YHUYTOXUTH BCe (haiiiIbl U TaHHBIE, MIOJKOHTPOJBHBIE MMOJIh30BATEIIO,
OT UMEHH KOTOpOTo ObLIa 3amyleHa 3apakEHHasi IporpaMMa, a Takke MOBPEAUTD
WIN JaK€ YHUUYTOXKUTH ONEPAlMOHHYIO CUCTEMY CO BceMu (aitnamu B 1esom. B
OOJBIIMHCTBE CIIy4aeB PaCHpPOCTPAHSIOTCS BUPYChI YEPE3 UHTEPHET.

MeToabl 3alIUTHI OT BPEAOHOCHBIX IPOTPaAMM:

1. Hcenonb3yii COBpEMEHHBIE ONEPALMOHHBIE CUCTEMBI, UMEIOIINE
CEpBbE3HBIN YPOBEHb 3aLUTHI OT BPELOHOCHBIX IPOrPaMM;

2. [locTostHHO — ycTaHaBnuBal maTuu (UUQPPOBBIE 3arlIaTKH,
KOTOpbIE  aBTOMATHMYECKM YCTAHABJIMBAIOTCA C LEJIbI0  JOpabOTKHU
nporpamMmbl) M Jpyrue OOHOBJIEHHUS CBOEH OINEpPalMOHHOW CHCTEMBI.
CkaumBaii WX TOJBKO ¢ oduiumanpbHoro cairta pazpadorumka OC. Ecmm
CYILIECTBYET PEKUM aBTOMATHUECKOTO OOHOBJICHUS, BKIIIOUH €T0;

3. PaboTail Ha cBOeM KOMIIbIOTEPE IMOJ] MpaBaMH MOJIb30BATENs, a
HE aJMHUHHUCTpATOpa. ITO HE TMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX
IPOTPaMM MHCTAJUIMPOBATHCSA Ha TBOEM MEPCOHAIBHOM KOMITBIOTEPE;

4. Ncnonb3yit aHTUBUPYCHBIE TPOTPAMMHBIE TPOTYKThI U3BECTHBIX
IPOM3BOJUTENEH, C aBTOMAaTHUYECKUM OOHOBJICHHEM 0a3;

5. Orpannup  (uU3MYECKUd  AOCTYH K  KOMIIBIOTEpY  JJiA
MIOCTOPOHHHUX JIUIL;

6. Hcnonw3yil BHemIHHME HOCHUTENIM HWHPOPMAIMKM, TaKhe Kak
¢nemka, guck wiam  Qaitn w3 VHTepHETa, TONBKO W3 MPOBEPEHHBIX
HMCTOYHUKOB;

7. He oTkpeiBaii KoMIbIOTEpHBIC (Dailibl, TMOJyYEHHbIE U3
HEHaJIEKHBIX HMCTOYHHUKOB. Jlake Te hailsibl, KOTOphIE MpUCIaT TBOM

3HaKOMBIN. Jlyulie yToUH# y HEero, OTIpaBJIsiy JId OH TeOe UX.



Cern WI-FI

C nomompo WI-Fi MoxHO monayunth O€CIUIATHBIM MHTEPHET-IOCTYI B

0OILIECTBEHHBIX MeCTaxX: Kade, OTeNsX, TOPrOBbIX IEHTpaxX U a’ponoprax. Tak xe
SIBJIIETCS. OTJIMYHOM BO3MOXKHOCTBIO BbIXOsa B MHTepHeT. HOo MHOrme skcreprsl
CUMTaIOT, 4TO obmenocrynabie WiFi cetu He sSBIsOTCS 6€30MaCHBIMHU.

CoseTtbl 10 6€30macHOCTH PadoOThI B 001e10CTYNHBIX ceTax Wi-fi

1. He mnepemaBaii cBow JMyHyl0 HMHGOpMAIMIO  Yepes
obmenocrynubie Wi-Fi cetu. PabGotas B HHMX, *XejgaTeIbHO HE BBOAUTH
MapoJii A0CTyNa, JIOTHHBI U KaKue-TO HOMEPA,

2. Hcnone3yii ¥ OOHOBISH aHTUBUPYCHBIE NPOrpaMMbl U
Opanamaysp. Tem caMbIM Thl 00€30n1aculllb Ce0s OT 3aKaYyKU BUpycCa Ha TBOE
YCTPOWCTBO;

3. Ilpu wucnonwszoBanuu Wi-Fi otkmoun dyskiuo «OO0mmii
JOCTYT K ¢aiinam u mpuHTepamy. JlanHas QyHKIHS 3aKphITa IO YMOJTYAHUIO,
OJIHAKO HEKOTOPBHIC TMOJB30BATENIM AKTHBUPYIOT €€ 1 ymoOcTBa
UCIIOJIb30BaHUs B paboTe uiM yueoe;

4. He wucnonw3yét nmyOnumuneii WI-FI a1 mepenaum auyHBIX
JAHHBIX, HAMPUMED, ISl BBIXOJA B COLIMAJIbHBIE CETU WM B AJIEKTPOHHYIO
1ouTY;

5. Hcnousb3yii Tonbko 3amuuieHHoe coeauHenue yepes HTTPS, a
He HTTP, 1.e. npu HaGope BeO-aapeca BBOAU UMEHHO «https://»;

6. B moOunbHOM TenedoHe oTkiaoun GyHkimio «lloakmtoueHne K
Wi-Fi aBromatmyecku». He pomyckaidi aBTOMAaTHYECKOTO IMOAKIIOUCHUS

ycTporicTa k cetsim Wi-Fi 6e3 TBoero cormacusl.

ConmnajbHbIe CeTH

ComnmasnbHas CeTh - 3TO CAUT, KOTOPBINA MPEIOCTABISICT BO3MOXHOCTD JIFOSM
OCYILECTBIIATh OOIICHHUE MEXIy co0oil B MHTepHeTe. Yamne Bcero B HUX JUIS
K)K0TO YeJIOBEKA BBIJCIISICTCS CBOSI JIMYHAS CTPAHUYKA, HA KOTOPOH OH yKa3bIBaeT
0 cebe paznuuHylo WHGOPMAIHIO, HAYMHAS OT WMEHHU, (pamMmimu M 3aKaHInBas
auYHBIMU (oTorpadusivu. MHOTHE ITOJIB30BATENIN HE TOHUMAIOT, 4TO HH(OpMaIus,
pa3MelleHHast MU B COITMAIIBHBIX CETSX, MOKET OBITh HalIeHa ¥ HCII0JIb30BaHa KEM

YIrogHo, B TOM 4HCJIC HE 00s13aTeBHO ¢ OIaruMu HaMCPCHUSAMMU.

OCHOBHBIE COBETHI 0 0€30MACHOCTH B COLMNAILHBIX CETHAX:



1. Orpannyb CIUCOK Apy3eid. Y TeOsi B APy3bAX HE JODKHO OBITH
CJIy4alHbIX U HE3HAKOMBIX JIFOJIEH;

2. 3amuiaii CBOK YACTHYIO KH3Hb. He ykas3piBail maposu,
TenedOHbI, aipeca, JaTy TBOETO POXKICHUS U IPYTYIO TUIHYIO HHPOpMAIIHIO.
31I0yMBINIICHHUKHA MOTYT KCIIOJIb30BaTh JakKe WH(DOPMAIUIO O TOM, KaK Thl
Y TBOU POJIMTENH ILIAHUPYETE MPOBECTH KAHUKYJIBL;

3. 3amuminai CBOK PEMyTalMIo - JEpPKU €€ B YUCTOTE U 3aJaBa
cebe Bompoc: XoTena Obl Thbl, YTOOBI JPYTUE MOJIB30BATEIN BUJIEIH, YTO Thl
3arpyxaems? [logymait, mpexxae 4eM 4To-TO OmyOJIMKOBaTh, HAMHCATh U
3arpy3uTh;

4. Eciu Tl TOBOpPUIIL C JIOJAbMH, KOTOPBIX HE 3HAEllb, HE
UCIIOJIb3YH CBOE pealIbHOE UMS U IPYTYIO JIMYHYI0 HH(GOPMALIMH: UMSI, MECTO
KUTEIBCTBA, MECTO Y4€ObI U MPOYEE;

5.  U30Gerait pasmemenuss ¢ororpaduit B HMuTepHere, rae T
U300paXKeH Ha MECTHOCTH, IO KOTOPOM MOXHO OIPEAETUTh TBOE
MECTOIOJIOKEHHUE;

6. Ilpm perucrpauuu B COLMAIBHOM CETH  HEOOXOIUMO
UCIIOJIb30BaTh CJIOXKHBIE IMApOJIM, COCTOSALME M3 OYykB M HUPp U C
KOJIMYECTBOM 3HAKOB HE MEHeeE §;

7. Jlis couManbHOW CETH, MOYTHI U JAPYTUX CAaWTOB HEOOXOAUMO
UCIIOJIb30BaTh pa3Hble Mmaposid. Torga eciau TeOs B3JIOMAKOT, TO

3JIOYMBIIJICHHUKHU I10JIYy4aT AJOCTYII TOJIBKO K OAHOMY MCECTY, @ HC BO BCC

cpasy.

DJICKTPOHHbIE TeHbI'H

DJIEKTPOHHBIC JIEHBI'M — ATO OYE€Hb YJAOOHBIA CIOCOO IIIaTeX el, OHAKO
CYIIECTBYIOT MOIIIEHHUKH, KOTOPBIE XOTST MOJIYUYUTh 3TU JICHBIU.

DJIEKTPOHHBIE ICHBIM MOSIBUJIMCh COBCEM HEJIABHO YU UMEHHO M3-3a 3TOT'0 BO
MHOTUX I'OCyapCTBax J0 CUX MOP HE MPOIMKUCAHO MNPO HUX B 3aKOHAX.

B Poccun ke orr GyHKIIMOHUPYIOT U O HUX YK€ TIPOIHMCAHO B 3aKOHE, TE UX
pa3aESAI0T Ha HECKOJIBKO BHJIOB - aHOHUMHBIE U HE aHOHUMHBIC. Pa3Huiia B TOM,
YTO AHOHMMHBIE - 3TO T€, B KOTOPBIX pa3pelraeTcss MPOBOAMTHL omeparuu 0e3
UJeHTU(PUKAIIUY TI0JIH30BATENIS, & B HE aHOHUMHBIX UACHTU(DUKAIIMY T0JIb30BaTEIs

ABJIAETCS 00S3aTEIBLHOIA.



Taxkxe crhemyer pasnuuyaTh JJICKTPOHHBbIE (UATHBIE JI€HbI'M (paBHBI
rOCyJapCTBEHHBIM BaJIOTaM) U AJIEKTPOHHbIE He(dUATHBIE JEHBI'M (HE pPaBHBI
rOCyAapCTBEHHBIM BAJIIOTaM).

OcHoBHBIE COBETBI 110 0€30NACHOM padoTe ¢ IJTeKTPOHHBIMU ICHbI AMMU:

1.  TlpuBsku k cueTy MOOUIIBHBIN TenedoH. DTO caMblil yIOOHBIN U
OBICTPBINA CIIOCOO BOCCTAHOBUTH AOCTYN K cuery. [IpuBszanubiii Tenedon
MIOMOKET, €ciu 3a0y/ellb CBOM IIaTeKHbIN MMapoJib WK 3aiiielllb Ha CalT ¢
HE3HAKOMOT'O YCTPOMCTBA;

2.  Hcnonw3yit opHopazoBble maposd. llocme mnepexoma Ha
YCUJICHHYIO aBTOpHU3allnI0 Tebe yxe He OyleT yrpoxaTh OMAaCHOCTb KPaXKu
WJIM TIEpEXBaTa IJIATEKHOIO MMapOoJIs;

3. BriOepu crnoxubpiii maposib. [IpectynmHukaMm OynieT HE IPOCTO
yrajarh CIIOXHBIM maposib. HajgexHele mapojii — 3TO Mapoiv, KOTOPBIE
coJlep’KaT He MeHee 8 3HAKOB M BKJIIOYAIOT B €01 CTPOYHBIE U MPOIMUCHBIE
OyKBbI, IU(PPBI U HECKOJBKO CHMBOJIOB, TaKH€ KakK 3HAaK jojuiapa, (pyHTa,
BOCKJIMIIATENbHBIN 3HAK U T.1. Hampumep, StROng!;;

4. He BBOAM CBOM JMYHBIE JAHHBIE HAa CalTax, KOTOPBIM HE

JOBCPACHIDL.

DJICKTPOHHAS MOYTA

DJIEKTPOHHAS M0YTa — 3TO TEXHOJIOTUS U MPENOCTABISEMBIE €10 YCIYTH 10
NEPECHUIKE U MOJYUYEHHUIO 3JIEKTPOHHBIX COOOIIEHUMN, KOTOPBIE pacpeesoTCs B
KOMITbIOTEPHOU ceTH. (OOBIUHO BJIEKTPOHHBIA MOYTOBBINA SAIIMK BBINJISIAUT
CJIETYIOIIUM 00pa3oM: UMS_TOIb30BaTesA(@WUMs_JoMeHa. Taxke Kpome nepeaadn
IPOCTOTO TEKCTa, IMEETCS BOZMOKHOCTD MepeaBaTh (ailiibl.

OcHoBHBIE COBETHI 10 0€30NaCHOI padoTe ¢ YJIEKTPOHHON MOYTOM:

1. Hano BeIOpaTh mpaBUiibHBINA MOYTOBBIN cepBuc. B MHTepHeTre
€CTh OTPOMHBIM BHIOOP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIyYllle
JOBEPATH TEM, KOT'O 3HACLIb U KTO IEPBBIA B PEUTUHTE;

2. He yka3piBali B JMYHOW MOYTE JIMYHYIO HHGOPMAIHIO.
Hanpumep, nyumne BeIOpaTh «My3bIKAIbHBIM (paHaT@» uau «pok2013»
BMeCTO «TeMal3y;

3. Hcnonb3yil ABYX3TAllHYK aBTOPU3ALMIO. DTO KOIJAa MOMHMO

1apoJisi Hy’)KHO BBOJUTH KOJ, IPUChUIaeMbIi 110 SMS;



4. BriGepu ciioxHBIA maponb. (oS KakIoro MOYTOBOTO SIIHKA
JIOJDKEH OBITh CBOM HA/ICKHBIM, YCTOWYMBBIN K B3JIOMY MapoJib;

5. Ecimn ecTtp BO3MOXKHOCTH Hamucarb CamMOMYy CBOM JIMYHBIN
BOIIPOC, UCIIOJIb3YH 3Ty BO3MOKHOCTb;

6. Hcenonb3yii HECKOJIIBKO IOYTOBBIX SIIMKOB. IlepBbld i
YaCTHOM TMEPENHUCKA C aJpecaTaMy, KOTOPbIM Tbl JOBEpSCHIb. JTO
AJIEKTPOHHBIN aJipec He HaJI0 UCTOJb30BaTh IIPU PETUCTpaIui Ha (popymax u
calTax;

7. He otkppiBaii Qaiisibl 1 Apyrue BIOKEHUS B MUCbMax JaXKe €Cln
OHU MPHUIIUIA OT TBOUX JApy3eu. Jlydlle yToOuHU y HUX, OTOPABIISIIN JIA OHU
Tebe 3Tu (ailibl;

8. [locne oxoHuaHuss pabOThl HA TIOYTOBOM CEpBUCE TMEpes

3aKPbITHEM BKIIAAKHU C CalTOM HE 3&6}7,[[5 HaXXaTh Ha «BeIiTm».

KuoepOoyJJJIMHT WM BUPTYVAJHLHOE U31eBATEILCTBO

KubepOymummHr —  mpeciieloBaHHE  COOOIICHHSAMHU,  COJEpKaIUMU
OCKOpOJIeHUS, arpeccuto, 3aIyTUBaHUE; XYJIMTAHCTBO; COLIMAJIbHOE
OOMKOTUPOBAHUE C TOMOUIBIO PA3IMYHBIX HUHTEPHET-CEPBUCOB.

OcHoBHBIE cOBeTHI 10 00pBOE ¢ KNOEPOYVIMHTOM:

1.  He 6pocaiics B 60ii. JIyummuii cmoco0: mOCOBETOBATHCS Kak ceOs

BECTU U, €CIM HET TOro, K KOMY MOXHO OOpaTUTbCs, TO BHaydale

yCHOKOUThCS. ECiu Thl HaUHENIb OTBEYaTh OCKOPOJIEHUSIMH HA OCKOPOJICHNU A,

TO TOJIBKO eIle 00JIbIle Pa30AOKEIIb KOH(IIUKT;

2. VYnpasisii cBoeil kubeppemyTaimei;
3. AHOHMMHOCT, B ceTu MHHMas. CymecTBylOT CIOCOObI

BBISICHUTB, KTO CTOMT 32 aHOHUMHBIM aKKayHTOM;

4. He crout BecTm Xynuranckuii oOpa3 BUPTYaJbHOM >KU3HH.

HuTepHeT pUKcupyeT Bce TBOU JEHCTBUS U COXPAHSET UX. Y IaJuTh UX Oyner

KpalHe 3aTpyAHUTEIBHO;

5. Benu cebs BexxIMBO;
6. Urnopupyu EIMHUYHbBIN HETATUB. OnHopa3oBbIe

OCKOpOUTEJIbHBIE COOOUIEHUS Jydllle UTrHOpUpOBaTh. OOBIYHO arpeccus

IMPCKPAACTCs Ha HavyaJIbHOU CTaauu,



7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH
COOOIICHUAMHU, B COIMAJBHBIX CETAX €CTh BO3MOXKHOCTb OJIOKHPOBKH
OTIIPABKHU COOOIIECHUI C ONPEIeTICHHBIX a/IPECOB;

8. Ecim T1b1 cBumerens kubepOymiuura. TBoum  JeicTBUS:
BBICTYIIUTh MPOTHB MpecieroBaTeNisd, MOKa3aTh €My, 4TO €ro AeUCTBUSA
OLICHUBAIOTCS HETaTUBHO, TOJJIEP)KaTh JKEPTBY, KOTOPOW  HYyXKHA
IICHXOJIOTHYECKasi MOMOIIb, COOOIIUTH B3pOCIBIM O (haKTe arpecCUBHOIO

IOBCACHU B CCTH.

MoouabHbIN TeJaehoH

CoBpeMeHHbIe CMapTPOHBI U TJIAHIIETHI COIepkKaT B ceOe BIIOJIHE B3POCIIbIi
(GyHKUMOHAJ, W Temepb OHM MOTYT KOHKYpPUpPOBaTh CO CTal[MOHAPHBIMU
KoMIibtoTepamMu. OJJHAKO, CPEACTB 3aUIUTHI JJI OJ0OHBIX YCTPOUCTB MOKA OYEHb
Maso. TecTupoBaHUE U MOUCK YSA3BUMOCTEN B HUX TPOUCXOIUT HE TAK UHTEHCUBHO,
kak s [1K, To ke camoe kacaeTcsi 1 MOOMIIBHBIX TTPUIIOKEHUH.

CoBpeMeHHbIE MOOWIbHBIE Opay3epbl yXKe MPAKTUYECKH JOTHAJIH
HACTOJIbHBIE AHAJIOTH, OJIHAKO pacUIMpeHHe (QYHKIMOHANIAa BIIEYET 3a COoOOM
OOJIBIIYIO CJI0)KHOCTb U MEHBIIYIO 3aIUIIEHHOCTD.

Jlaneko HE BCe MPOU3BOAMTENN BBITYCKAIOT OOHOBJICHUS, 3aKPBIBAIOIIIHEC
KPUTHYECKHUE YS3BUMOCTH JIJI1 CBOMX YCTPOICTB.

OcHOBHBIE COBETHI JJI 0€30IACHOCTH MOOMJIBLHOIO TeJie(poHa:

1.  byas ocTopoxeH, Benb Korjaa Tebe mpeasaraloT OecriaTHBIN

KOHTEHT, B HEM MOTYT ObITh CKPBIThI KAKHUE-TO IJIATHBIE YCIYTH;

2. Jywmaii, npexae yem otmnpaBuTh SMS, ¢oro mnu Bumeo. Tel

TOYHO 3HACIIIb, T/Ie OHU OYAyT B KOHEUHOM UTOTE?

3. Heobxoaumo OOHOBIATH OMNEPALMOHHYIO CHCTEMY TBOETO
cMapTdoHa;
4.  Hcnonws3yil aHTUBUPYCHBIE MpOTrpaMMbl ISl MOOWJIBHBIX

TeneOHOB;

3. He 3arpyxail npuinoxeHust OT HEU3BECTHOIO MCTOYHHUKA, BEIb

OHM MOTYT COJEPKaTh BPEJJOHOCHOE IPOrPAMMHOE 00ECIICUECHHE;

6. Ilocne Toro kaxk Thl BBIMJEHIb C CalTa, I/ie BBOJAWI JIMYHYIO
uH(popMarluro, 3aii11 B HACTpOHKH Opaysepa u yaaiau cookies;
7.  lleppmomuuecku  mOpoBEpsiIi  Kakue  IUIATHBIE  YCIYTH

AKTUBHUPOBAHBI HA TBOCM HOMCPC,



8. JlaBaii cBoii HOMEp MOOWIBHOTO TeliepOoHA TOJIBKO JIHOMISIM,
KOTOPBIX THI 3HACIIH U KOMY JIOBEPSCIIIb;
0. Bluetooth pomkeH OBITH BBIKIIOYEH, KOrJga Thl HM HE

nosb3yenibes. He 3a0biBail nHOT]a TPOBEPATH ITO.

OUIIHHT WIH KPa’Ka JHYHbIX JJAHHBIX

['maBHas menp QUIIMHT - BHAa VIHTEpHET-MOIICHHUYECTBA, COCTOUT B
MOJTy4YeHUU KOH(PUIACHINATIBHBIX JTaHHBIX TOJIB30BaTENICH — JIOTHHOB U MApOJICH.
Ha anrmmiickom si3bike phishing unraercs kak ¢umuar (ot fishing — peiOnas
JIOBJIsA, password — mapoJp).

OcHoBHBIE COBETHI M0 00pbOE ¢ GUIIMHTOM:

1.  Cnenu 3a cBouM akkayHTOM. Eciiu ThI 110/103peBaeIiib, YTO TBOS
aHkeTa Obla B3JOMaHa, TO HEOOXOAMMO 3a0JOKHUPOBATH €€ M COOOLIUTH
aJIMUHHCTpATOpaM pecypca 00 3TOM KaK MOKHO CKOpee;

2.  Hcnons3yit 6e3omacHble BeO-CaldThl, B TOM YHCIE, UHTEPHET-
Mara3uHOB U TTOMCKOBBIX CHCTEM;

3.  Hcmonp3yii cloXHBIC M pa3HbIe Mapoiu. TakuMm oOpa3om, eciu
TeOsI B3JIOMAIOT, TO 3JIOYMBIIIJICHHUKN MOIyYaT AOCTYN TOJBKO K OJHOMY
TBOEMY MPO(DUITIO B CETH, & HE KO BCEM;

4.  Ecnu Te0s B3IOMaH, TO HEOOXO0IMMO MPEIYTPEAUTH BCEX CBOMX
3HAKOMBIX, KOTOpPBIE JOOABJICHBI Y TE€OS B IPY3bIX, O TOM, YTO T€Os B37IOMaJIH
¥, BO3MOXXHO, OT TBOETO MMEHH OyJeT pacChIaThCs ClaM M CCHUIKH Ha

(UIIMHTOBBIE CANTHI;

5. Ycranosu HanexHbii mapoib (PIN) Ha MOOMIBbHBIN TenedoH;
6. OTkJTroun coXpaHeHue TapoJisi B Opaysepe;
7. He oTkpbiBaii ¢aiiisl 1 Ipyrue BIOKEHHS B TUChMaX JaKe €ClIU

OHM MPULUIK OT TBOMX Apy3el. Jlyuiie yrouHu y HUX, OTIPABIISIN JIU OHU

Tebe 3TH (ailiibl.



